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Greenbone —
the world's most widely used European open
source IT vulnerability management solution.
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IT Security - every day ...

Ransomware hackers demand
after attack on US software firm

Between 800 and 1,500 businesses around the world, includi
supermarkets and dentists’ offices, affected by attack

A The hackers who claimed responsibility for the breach have demanded $70m to restore ¢

businesses' data. Photograph: Dado Ruvié/Reuters
Between 800 and 1,500 businesses around the world have be
ransomware attack centered on the US information technolo;
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NEWS, ANALYSIS AND PERSPECTIVE FOR SOLUTION P|

SolarWinds Hackers Breached RNC Via Synnex |

The Republican National Committee uses Synnex as a vendor and was ini 1,

Home  Coronavirus = Video World | UK | Business | Tech | Science | Stories | Entertainment & Arts | He

based distributor’s system may have been exposed, an RNC spokesmant —— Home > Viral
By Michael Novinson_ British Airways fined £20m over ATMs in India remain shut due to Wannacry
data breach Ransomware attack? Open ATMs only after
)16 Octaber 2020 software update, suggests RBI
H The advice comes mainly because more than 60% of the 2.25 lakh ATMs in India run on an outdated
version of Windows XP.

Published: May 15, 2017 1:22 PM IST
By Aishwarya Krishnan £
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Nobody likes to be that company in the news
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IT Security incidents are expensive

4.000
The amount of reported financial =
losses from cybercrime is steadily 3:000
and significantly increasing. _ I
US companies alone reported 14187
$3.5 billion in 2019 e TS I
559.7 485,3
'J 2001 2003 2005 2007 2009 2011 2013 2015 2017 2019
PolyNetwork
$600million
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IT Security Myths

Reality:
Automated tools to find vulnerable

"Zero Day Attack"
Unknown vulnerabilities are exploited

?
=

extremely rarely to target specific systems systems
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Our mission: Active safety for our customers

Our products help to significantly reduce the risk and impact of cyber
attacks.

Four core functions, perfectly automated:

v Proactive discovery of systems and services. .
v/ Analysis of found targets (> 90,000 tests). ~'§‘ N

v/ Reports with severity and .y § 1

v Proposed solutions. ¢

Plus: Professional service and support

www.greenbone.net



Scans Assets Resilience Secinfo Configuration Administration
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What is Free Software / Open Source?

The four freedoms of free software according to the Free Software Foundation (FSF):

= The freedom to run the program as you wish, for any purpose.

= The freedom to study how the program works, and change it so it does your computing as you wish.
= The freedom to redistribute copies so you can help others

= The freedom to distribute copies of your modified versions to others.

Open Source means companies can give others access to their software code and components without
publishing the whole derivate work.

At Greenbone we create Free Software and believe in Open Source
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Did you know?

Almost every relevant piece
Let’s look back at the code and of software, relies on Open

communities built on GitHub this year... Source components

Based on the data collection range of October 20819 - September 2020.

f ; é total developers on ; ; of Fortune 50 companies
GitHub use GitHub Enterprise

é @ new repositories created contributions added
in the last year ] in the last year
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Open Source Product Strategy at Greenbone

Greenbone was founded based on Open Source more than 10 years ago
We rely on open source

We create open source products

We do so because we believe this is the best for our customers

A Open Source product is a significant advantage

www.greenbone.net



Advantage: Transparency

. . . D Iy e (IR 9 ©s < wOB
Being able to indepently review the source code,
especially for a IT security solution, R

@ Repousoie

leads to more confidence and better results. w .
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Advantage: Sustainability

TN =
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¥R E=ERIFE - Kongd Gumi Co., Ltd. was founded 1443 years ago
They could use Open Source software for the next 14 centuries, while a closed sourced
solution might go out of business much sooner.
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Advantage: Availability
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Web Hosting Reviews

revviawarn. We've collecied over 335,000 reverey sboul webs

FRirviers Sigraafs oo vakes are irampanency aed honesty.
W putish 2l of cur algerithems, banchmark cor raings
againat indusiry maasurnments and parom o most
Pessocted barctrrans n e

- M  Tearmms  Compa Compiss g

Hasting Helpar
W i o e st 00 o e

1o St ey ey | 8 Wi ey

et | giikg |8 wdiem | o combatete | 3

ez d et

Bt don1 Lakin our word, read what otfr say about o

Whots Hosting Rirverers Are A Casepoct

et Instant Herting Recommendations —

D v iy Aol i cumatarans T
L e Lt
0 1 et st s ettt

Shared VPS Dodicated Resellor Cloud WordPress
T | Ao a— rrioeey —— | ———
WordPress Hosting Reviews

Samed by Ramng
Top WordPress Hosting Companies
1 FLYWHEEL REVIEWS- B s ey wany a §28 o @
2 PANTHEON REVIEWS- L M o ey S e @
3 WPENGINE REVIEWS - = D E B 1 v o $29 v 3
4 KNOWNHOST REVIEWS- E EDEMEE e oW 105 | ename @
5 CLOUDWAYS REVIEWS- - vnne @
& PAGELY REVIEWS- 0 B 1 e . )
7 LIQUDWEB REVIEWS - " Ry — ) s e ()
&  SITEGROUND REVIEWS- 2 ) (] D O e w1495 | veasee @
9 DREAMHOST REVIEWS- I i 81988 .«--a
10 MEDIATEMPLE REVIEWS- EEtaN w820 )
1 GODADDY REVIEWS- T i §TH0 | wemem @
12 BLUEHOST e §24.00 | vetem @
13 18110NOS REVIEWS - - T ........@
14 A2 HOSTING REVIEWS- —— B | e @

reviewsignals.com




Commercial Open Source Challenges

Commercial Open Source has some business model challenges.
Most important: How can you generate revenue when the product is free?

= Hardware Appliance for enterprise customers (on-premise)

= SaaS (for Cloud customers)

= Subscription to Greenbone Security Feed for enterprise customers
(our community feed is free)

= |nstallation, Support & Maintenance

www.greenbone.net



Products - suitable for every application

b.f N
3 . >
\ij%f’v ‘i{i;\ )T :
Security tests Virtual solutions Greenbone Saa$S Hardware

and policies
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We are growing and hiring in Bulgaria

\—‘ in our team
RN

https://www.greenbone.net/en/jobs-bulgaria/

o
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Sustainable Resilience

Ask me Anything ©
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