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How We Build Software Today

Not reinventing 
the wheel

Focusing on 
unique 

innovations

Bringing 
solutions to life 

much faster
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Image from xkcd.com
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Do we know our software?

-> If we get 
hacked

-> When we get 
hacked

-> Hardened 
software supply 
chain

-> Explicitly 
declared software 
components

Photo by Towfiqu barbhuiya on Unsplash

https://unsplash.com/@towfiqu999999?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/hacker-attack?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Machine-readable Dependency Data

Reduced cost, 
license 
compliance and 
security risks
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Machine-readable Dependency Data

Generated with Open Source Insights

CVE-2021-21170

CVE-2020-14343

CVE-2021-21285

License 

issues

https://deps.dev
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Machine-readable Dependency Data
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“90% of organizations across 
the sample have started their 
SBOM journey.

Linux Foundation Report on SBOM and Cybersecurity Readiness
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The SBOM Journey

Standards Tooling Best Practices
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The SBOM Community Standards

Custom Format Documents Issues:

❑ Not comprehensive data

❑ Prevents interoperability

❑ Hard to use from existing automations

❑ Hard data exchange



© VMware, Inc.
@VMWopensource

14

The SBOM Community Standards
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The SBOM Community Standards

Redesigned into 
profiles

Profiles should be 
a valid SPDX 
SBOMs by 
themselves

Profile Core

Profile Software

Profile 

Licensing

Profile 

Defects

Profile 

Build

Profile 

Usage

Profile

AI +Data

Profile 

Service

The SPDX 3.0 Design
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The SBOM Community Standards

➢ CPE ➢ SWID ➢ PURL 

CycloneDX
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SBOM Data
Standardized 

Formats Tools

The SBOM Journey
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The Landscape of Tools

SPDX Tools . . .
Salus pkgconf bomtool K8s BOM
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The Landscape of Tools

SPDX Tools ...
• Post-build

• Supports existing standards
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The Landscape of Tools

Salus pkgconf
bomtool

K8s BOM SPDX SBOM 
Generator
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The Landscape of Tools
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Supply chain Levels for Software Artifacts (SLSA)

Image from slsa.dev
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Supply chain Levels for Software Artifacts (SLSA)

Image from slsa.dev
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Supply chain Levels for Software Artifacts (SLSA)

Image from slsa.dev blog
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Photo: Kathleen Zarubin/Flickr/CC BY 2.0/

https://www.flickr.com/photos/64204416@N02/5847087749
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A composition of SBOMs

✓ Parsing the 
micro SBOMs

✓ Merging the 
parsed micro 
SBOMs

✓ Removing 
duplicates

✓ Updating 
relationships

✓ Constructing a 
fully functional 
SBOM

v1.1 v2.1

v2.1

v2.1 v2.1

v2.2

v2.2

v2.2

v2.2

v1.1

v2.3

v2.3

v2.3
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DEMO

Photo by Markus Spiske on Unsplash

https://unsplash.com/@markusspiske?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/iar-afB0QQw?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Takeaways

Technical challenges Get-together challenge
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Useful links

Others

https://slsa.dev

https://slsa.dev/blog/2022/05/slsa-
sbom

https://github.com/vmware-
samples/sbom-composer

https://spdx.dev

SPDX

https://automatecompliance.org

https://github.com/act-project/TAC

ACT TAC sbom-composer

https://slsa.dev/blog/2022/05/slsa-sbom
https://slsa.dev/blog/2022/05/slsa-sbom
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Let’s Keep in Touch

Ivana Velichka


