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https://deps.dev

How We Build Software Today

ORONC

Not reinventing Focusing on Bringing
the wheel unique solutions to life
innovations much faster
VIMWare' cuvmaere W' @VMwopensource
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Do we know our software?

-> |f we get
hacked

-> When we get
hacked

-> Hardened
software supply
chain

-> Explicitly
declared software
components

Photo by Towfiqu barbhuiya on Unsplash
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Machine-readable Dependency Data

Creator: Tool: tern-2.10.1
Created: 2022-05-@3T17:34:13Z

=]

D8

1 Relationships Pockagelane: photon
NTAINS PACKAGE 37e73f039a18bf243eb5723af2f05f fadc4a0f442e7347df486106f943d83487 Packageversion: 5.0

5 i i PackageDownloadLocation: NDASSERTION
4 -4 RelatlonShlpS FilesAnalyzed: False

CONTAINS PACKAGE bash PackageLicenseConcluded: NOASSERTION
CONTAINS PACKAGE bzip2-libs Pockage i censebeclared: NOASSERTION F\)ed Uced COSt,

o PackageCopyrightText: NOASSERTION
CONTAINS PACKAGE ca-certificates
SPDXRef-DOCUMENT DESCRIBES SPDXRef-photon-3.0

CONTAINS PACKAGE ca-certificates-pki Cionht SPDXRef-photon-3.0 CONTAINS SPDXRef-742bced699 i
CONTAINS PACKAGE curl license

CONTAINS PACKAGE curl-libs PackageName : Ba@16225a33eechfcb6357f20ef4f4f7b89a78cI86Fe87a8F7683e5110409443

CONTAINS PACKAGE e2fsprogs-libs SPOXID: SPDXRef-742bce3699 com p | lance an d

PackageFileName: @a@16225a33eecbfcb6357f20ef4f4f7b89a78cI86Fe87a8f7683e511a4b9443

CONTAINS PACKAGE elfutils-libelf PackageDownloadLocation: NOASSERTION

CONTAINS PACKAGE expat Fileshnalyzed: false 75680ChE3T A 1820978276 17800065afbeT i i
'ackageChecksum: SHAZ! 742bce9699978679680cbB37df182097827617800d66afhe74cf271801749fd
CONTAINS PACKAGE expat-libs PackageL icenseConcluded: NOASSERTION Secu rlty rIS ks
CONTAINS PACKAGE filesystem PackaoeCopyrgnetent: IGASSERTION

CONTAINS PACKAGE glibc PackageComent: <text>

CONTAINS PACKAGE krb5 info: Layer created by comands: /bin/sh -c #(nop) ADD ile:2c582d3d272fF0813F3d771edbebe30eeedbcBa?a53do0160b12262bcE10a in /
i i Found 'VMware Photon 0S/Linux' in /etc/os-release.
CONTAINS PACKAGE 1'-leﬂp i Retrieved package metadata using tdnf default method.
CONTAINS PACKAGE 1libdb
CONTAINS PACKAGE libgcc
CONTAINS PACKAGE libmetalink
: Relationship: SPDXRef-742bce9699 CONTAINS SPOXRef-bash-4.4.18-2.ph3
CONTAINS PACKAGE libsolv R:l;t::::h:p- SPOXRef_7425ce9699 CONTATNS SPOXRef usp?-libs-l,ﬁf&- .
CONTAINS PACKAGE libssh2 i SPDXRef-742bce9699 CONTAINS SPDXRef-ca-cert -3.ph3
SPDXRef-742bce9699 CONTAINS SPDXRef-ca-certi ficates-pki-20190521-3. ph3
CONTAINS PACKAGE lua ionship: SPDXRef-742bced699 CONTAINS SPDXRef-curl-7.82.8-1.ph3
CONTAINS PACKAGE ncurses-1ibs Lonship: SPDKRGF 7420ce0630 CONTATNS SPDIRef e2rsoroge-11be-1.45.5-3 ph3
CONTAINS PACKAGE nspr ip: SPDXRef-742bce9699 CONTAINS -elfutils-libelf-8.176-1.ph3
i i SPDXRef-742bced699 CONTAINS SPDXRef-expat-2.2.9-9.ph3
CONTAINS PACKAGE nss-libs SPOXRef-742bce9699 CONTAINS SPDXRef-expat-libs-2.2.9-9.ph3
CONTAINS PACKAGE openssl elations SPDXRef-742bce9699 CONTAINS SPDXRef-filesystem-1.
i i PDXRef-742| 9699 INTAINS
CONTAINS PACKAGE photon-release tonchip: SPIXRef-rizocaacas CONTATNS
CONTAINS PACKAGE photon-repos ionship: SPDXRef-742bced699 CONTAINS
CONTAINS PACKAGE Eopt P i SPDXRef-742bce9699 CONTAINS SPDXRef-1ibdb-5.3.28-2.ph3
Relationship: SPDXRef-742bce9699 CONTAINS SPDXRef-libgcc-7.3.0-5.ph3
; Relationship: SPDXRef-742bce9699 CONTAINS SPDXRef-libmetalink-@.1.3-2.ph3
CONTAINS PACKAGE readl}ne Relationship: SPDXRef-742bce9699 CONTAINS SPDXRef-libsolv-0.6.35-8.ph3
CONTAINS PACKAGE rpm-libs Relationship: SPDXRef-742bced699 CONTAINS SPDXRef-libssh2-1.9.0-2.ph3
ire_1d Relationship: SPDXRef-742bce9699 CONTAINS -lua-5.3.5-3.ph3
CONTAINS PACKAGE sqlite-libs SPDXRef-742bce9699 CONTAINS -ncurses-1ibs-6.1-4.ph3
CONTAINS PACKAGE tdnf SPDXRef-742bce9699 CONTAINS S -nspr-4.21-1.ph3
s as i SPDXRef-742bce9699 CONTAINS SPDXRef-nss-1ibs-3.44-7.ph3
CONTAINS PACKAGE tdnf-cli-libs :lations SPDXRef-742bce9699 CONTAINS SPDXRef-openssl-1.0.2zc-2.ph3
CONTAINS PACKAGE toybox ! ip: SPDXRef-742bced699 CONTAINS SPDXRef-photon-release-3.@-

o SPDXRef-742bced699 CONTAINS SPDXRef-photon-repos-3.0-
CONTAINS PACKAGE xz-libs ionship: SPDXRef-742bce9699 CONTAINS SPDXRef-popt-1,16-5.ph3
1 i SPDXRef-742bced699 CONTAINS SPDXRef-readline-7.0-2.ph3
CONTAINS PACKAGE 211b = Relationship: SPDXRef-742bce9699 CONTAINS SPDXRef-rpm-libs-4,14.3-1,ph3
CONTAINS PACKAGE zstd-libs Relationship: SPDXRef-742bce9699 CONTAINS SPDXRef-sqlite-libs-3.35.5-1.ph3
Relationshi SPDXRef-742bce! CONTAINS SPDXRef-tdnf-3.1.8-2.ph3
Relationship: SPDXRef-742bce9699 CONTAINS SPDXRef-tdnf-cli-libs-3.1.8-2.ph3
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Machine-readable Dependency Data

@ regex 2W
License g

issues

CVE-2020-14343
.\anml 6.0
@ websocket;client-325 0

* JL\.\I\.'\JV Koubd

o attrchh rdet 4.0.0

.<5|x 1.16.0
@ pbr-589.0. ockerfile-parse 1.2.0

@ debian-inspector 30.0.0
CVE-2021-21170
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Machine-readable Dependency Data
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“90% of organizations across
the sample have started their
SBOM journey.

Linux Foundation Report on SBOM and Cybersecurity Readiness

Vmwa re® © VMware, Inc. ¥ @VMWopensource 1



The SBOM Journey

©

LA

Standards Tooling Best Practices

mwa re® © VMware, Inc. y @VMWopensource 12



The SBOM Community Standards

Custom Format Documents Issues:

-1 Not comprehensive data
) Prevents interoperability
- Hard to use from existing automations

-1 Hard data exchange

mwa re® © VMware, Inc. , @VMWopensource
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The SBOM Community Standards

I SPDX

SPDX v2.2 Document contains:

Document Creation Information

Package Information

File Information

—

Other Licensing Information

Relationships

Annotations

y

vmware © VMware, Inc. ¥ @VMWopensource
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The SBOM Community Standards
The SPDX 3.0 Design

Profile Core |

Annotation
0. Actor eme: <+ + statement: String[0..1]
+ SPDXID: IRI 1 "subject i Type: AnnotationType{1] . .
epe Redesigned into
+summary: String[0..1] Relationship .
+ description: String[0..1] T r R Type: RelationshipType p rOfI | eS
Identity + comment: String[0..1] o . -1 + completeness: RelationshipCompleteness{0..1]
+ creationinfo: Creationinformation
+ verifiedUsing: Integrity [0..%] C ion -> SpdxCi
+ externalReferences: ExternalReference[0.*] [% lemont 17" eMap(0.]
Person Organization Tool + externalidentifiers: Ex " + imports: ExternaiMapi0.."]

SR T Profiles should be
+n:::’;::::';m —°'+cume:us::;m.ﬂ ' a Va“d SPDX

| T SBOMs by
SR — - themselves

[- &
. |
Profile Software—ij
Snippet File Package SBOM
+ snippetPurpose: SoftwarePurpose [0..*] + filePurpose: SoftwarePurpose [0..%] + packagePurpose: SoftwarePurpose [0.."]
+ location: SnippetLocation + contentType: MediaType [0..1] + downloadLocation: URL [0..1]

+ homePage: URL[0..1]

profile Usage profile Al+Data profile Service

jprofile Licensing

profile Build

Profile
Build

profile Security

Profile Profile

Profile
Al +Data

Profile Profile

Defects Usage Service

Licensing

mwa re® © VMware, Inc. y @VMWopensource 15
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The SBOM Community Standards
CycloneDX

(©) CycloneDX e @DLUHSDC@

» CPE » SWID » PURL

VIMWAre o uwee inc



The SBOM Journey

Standardized
SBOM Data Formats Tools

mwa re® © VMware, Inc. ’ @VMWopensource 17




The Landscape of Tools

TERN fosfr?logy ,@Scancode

0SS
SPDX Tools fVI Review Toolkit © o o

Salus pkgconf bomtool K8s BOM

mwa re® © VMware, Inc. y @VMWopensource 18




The Landscape of Tools

TERN &T

Automating Compliance Tooling

D) 9 oss

« Post-build fossology “»» Review Toolkit

» Supports existing standards SPDX Tools o0 o

mwa re® © VMware, Inc. y @VMWopensource 19




The Landscape of Tools

ShA
/N
Salus pkgconf K8s BOM SPDX SBOM
bomtool Generator

mwa re® © VMware, Inc. y @VMWopensource 20




The Landscape of Tools
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vmware

_____»@ wcwidth 0.2.5
?e?érr‘? By 4.0.0
/ @ packagelrlspythoni0:9r9alizer 2.0.12
97

@-certifi-2022:5:18 1o qyests 2.28.0

./docker 5,0.3

. urll|b3 1.26.9
@ regex 2022

@ idna3.3

@ attrg2di;

@-5ix 1.16.0 | |
@ pbr-58.00ckerfile-parse 1.2.0

@ debian-inspector 30.0.0
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Supply chain Levels for Software Artifacts (SLSA)

Build

Source Deps

mwa re® © VMware, Inc. y @VMWopensource 23




Supply chain Levels for Software Artifacts (SLSA)

Level 1

Easy to adopt, giving you supply chain

visibility and being able to generate

provenance

Level 3

Hardens the infrastructure against

attacks, more trust integrated into

complex systems

VIMWAre o uwee inc

Build

Source Deps

Level 2

Starts to protect against software
tampering and adds minimal build

integrity guarantees

Level 4

The highest assurances of build integrity
and measures for dependency
management in place

¥ @VMWopensource ”




Supply chain Levels for Software Artifacts (SLSA)

Developer

vmware

"

- ,,,,,

\

Source
SBOM

\

»

© VMware, Inc.

S

SBOM?

Dependencies
SBOM

——— — ——

Build ——

s

Package
SBOM

~

64 004 0a

Consumer
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4.0.0 v=

o =

packagelHepythoni0:9r9alizer 2.0.12

o ==
o ==
o =
o =

attrg2¢ardet/4.0.0

) — V) =
) — ) =
N
& OO WIS P£S.
@-six 1.16.0 -
@ pbr-58.00ckerfile-parse 1.2.0

debian-inspector 30.0.0
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https://www.flickr.com/photos/64204416@N02/5847087749

A composition of SBOMs

VIMWAre o v inc

AR R R

v2.3

Parsing the
micro SBOMSs

Merging the
parsed micro
SBOMs

Removing
duplicates

Updating
relationships

Constructing a
fully functional
SBOM

¥ @VMWopensource -
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Takeaways

Technical challenges Get-together challenge

mwa re® © VMware, Inc. ’ @VMWopensource 31




Thank You
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Useful links

ACT TAC sbom-composer Others
https://automatecompliance.org https://qithub.com/vmware- https://slsa.dev

samples/sbom-composer

IEIEEI
1 |
[=]

https://slsa.dev/blog/2022/05/slsa-
https://spdx.dev sbom

72 EIAE]
.l .'-. E
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https://slsa.dev/blog/2022/05/slsa-sbom
https://slsa.dev/blog/2022/05/slsa-sbom

Let’s Keep in Touch

Velichka

lvana

SCAN

ME
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